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[TonnTnKa
KOHOMAeHUNaIbHOCTW

HacToswasa MNonmtuka KoHpMAEeHLMaNbHOCTN onpenenseT nopaaok obpaboTkm nepcoHasibHbIX
OaHHbIX NoNb30BaTeNen cepemca TokenBel B cOOTBETCTBUM C 3aKOHOAATENLCTBOM Pecnybnmku
Benapycs.

OnepaTop nepcoHalJibHbIX OaHHbIX
OnepaTop nepcoHasnbHbIX AaHHbIX - TokenBel.

KOHTaKT 4514 3anpoCcoB Mo NepcoHanbHbIM AaHHbIM: admin@tokenbel.info.

Llenn n npaBoBble 0CHOBaHMs 06paboTku

e Peructpauma n aytTeHTUUKauna: cosgaHue n obcnyxmBaHme akkayHTa, BXo Yyepes
CTOpoHHero npoBangepa (Google, Yandex, Microsoft). NNpaBoBoe 0OCHOBaHME: NCMOJIHEHWE
[0roBopa C Nosib3oBaTesieM.

e ObpaboTka obpalleHNn N KOMMYHUKALMW: OTBETbI Ha 3anpockl Mo email, cepBUCHbIE U
nHhopMauUnOoHHbIe coobuieHns. NMpaBoBble OCHOBAHMA: COrnacue rnosb3oBaTens u/munm
[0roBop.

e AHaNINTUKa 1 yny4dleHne cepBuca: cbop obes3nnyeHHbIX METPUK NOCELLaeMOCTU U
nosefeHnsa ONs NoBbllWEHNS KadYecTBa. [IpaBoBOe OCHOBaHMeE: corinacue Ha
ncnonb3oBaHue annos cookie n NoeHTUOUKaATOPOB.

e be3onacHoOCTb 1 NpefoTBpaLLeHne 3/10ynoTpebieHnn: MOHUTOPUHI, paccriefoBaHne
WHUNOEHTOB, OrpaHn4yeHne Bpe4OHOCHOM aKTUBHOCTU. [TpaBOBOE OCHOBaHME: 3aKOHHbIN
MHTepec OnepaTopa.

e icnonHeHmne TpeboBaHU 3aKOHO4ATENbCTBA: BeAeHNe y4éTa, XpaHeHe CBeAeHUN B
npeayCcMoOTPEHHbIX CilyYasx. [paBoBoe OCHOBaHWE: BbIMOJIHEHNE IOPUONYECKNX
obsi3aHHOCTEN.

CocTaB obpabaTbiBaeMbIX AaHHbIX

e YYETHbIE AaHHbIE: agpec 3NeKTPOHHOM NOYThl, UMA Nosb30BaTeNsa (Npu BXoae 4Yepes
Google, Yandex, Microsoft, Telegram). lMaposn cTopoHHUX cepBmncos OnepaTopy
HEeOOCTYIMHBbI.

e TexHn4yeckme gaHHble: IP-agpec, user-agent, annbl cookie, NnapamMeTpsbl 3anpoca, gaTa u
BpeMs OocTyna.

o KOMMyHMKaLMK: CBeLeHNs, cogepxkalmecs B obpallleHNsaxX Ha 3IeKTPOHHY0 NoYTY.
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CpoKUu XpaHeHus

e YYETHbIE AlaHHbIE: A0 yAaNleHUs akKayHTa UM OOCTUXXeHUs uenen obpaboTku.

e ObpaweHnsa: o 12 mecsaueB nocse 3aBepieHnsa obpaboTkm 3anpoca nmbo gonbLie, ecnu
3T0 TpebyeTCs 3aKOHOM.

e Mannbl cookie: cecCMOHHbIE - 10 OKOHYaHWSA CeCCUU; MOCTOSAHHbIE - 00 12 MecsaueB uin Ao
OT3blBa COraacus.

e TexHun4eckmne xxypHasbl: 30 CyTOK, €C/IN MHOM CPOK He NpenyCcMoTpeH
3aKOHOAaTeNbCTBOM UM HEOBXOAUM ANS paccanefoBaHMA MHUMAEHTA.

Mo ncteveHunn CPOKOB AaHHble YOanArTCA NJn obe3nnymBatoTCs.

[Nepenayva n xpaHeHne OaHHbIX

JlaHHble XpaHATCA Ha BUPTYyasibHbIX cepBepax B Hupepnaunpax. MNepefadva ocyLLecTBASETCS MO
3alMLLEHHBIM NPOTOKOJIaM.

Mpn NCNONb30BaHUN CTOPOHHUX CEPBUCOB BO3MOXXHa TPaHCrpaHMYHasa nepegavya TeXHNYECKMX
OaHHbIX (IP-agpeca, annbl cookie, cobbITUSA) NPU HAIMYNX AOCTATOYHOINO YPOBHS 3aLUUThI,
npenycMOTPEHHOr0 3aKOHOAATeNbCTBOM, MMbO Npyn Hanny4mm Bawero cornacums.

CTOpOHHME CcepBUCHI

e Google Analytics: aHanuTuka. NMonntumka: https://policies.google.com.

e AHpekc.MeTpuka: aHanuTuka. lNMonutunka: https://yandex.by/legal/confidential.

OnepaTop He NpenocTaBAseT YKa3aHHbLIM CepBMCaM YY4ETHbIE AaHHbIE NOJib30BaTesNEN.

dannbl cookie n yrnpasaeHue coriacuamm

Mbl ucrnonb3lyem obsA3aTesnbHble N aHanuTU4Yeckme annbl cookie. Bbl MoXXeTe ynpaBisaTb
cornacmem 4yepes HacTponku bpaysepa. OTKas oT aHaNUTUHeCKUX cookie He BANAET Ha OCHOBHbIE
PyHKLMKN cepBuUCa.

Bo3pacTHble orpaHn4eHmns

CepBuC He NpefiHa3HavyeH AN1a aeTel. HecoBeplleHHONETHNE MOTYT MCMOJIb30BaTb CEPBUC TOJIbKO
C cornacusi 3aKOHHOro NpefcTaBuUTesNsl, eC/iv 3To TpebyeTcs Mo 3aKoHy.

[MpaBa noJsib30BaTeNA

Bbl BNpaBe 3anpocnTb LOCTYM, UCNpasseHne, yganeHme, orpaHmdeHmne obpaboTku, oT3biB
cornacus, a Takxxe nHpopMaunio o nepefayde gaHHbIX TPETbMM NMLUaM. 3anpoc HanpasasnTe Ha
admin@tokenbel.info. OTBeT NpenocTaBnAeTCA B CPOKN, YCTAaHOBJIEHHbIE 3aKOHO4ATes/IbCTBOM.
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Bbl MOXKeTe CaMOCTOATEsIbHO YAAaINTb cBon aKKayHT 1 BCe CBA3aHHblE C HNM OaHHbIE -

MHCTPYKLNA.

Bbl Tak)xe BMpaBe nofaTtb Xasioby B yNOJHOMOYEHHbIA FrOCYAapCTBEHHbINA OpraH rno 3awinTe
NnepCcoHanbHbIX AaHHbIX. KOHTaKTbl A4OCTYMHbI HA OULMaNbHBIX pecypcax Uan rno 3anpocy.

Mepbl 3aLlUThbI

MNPUMeEHAITCA TEXHNYECKME N OpraHN3aLMOHHbIE Mepbl: WG POBaHWeE NMpu nepenaye, KOHTPOSb U
pa3srpaHn4yeHne 0ocTyna, XXypHaJnpoBaHMe, pe3epBHOE KOMMPOBaHNE, MUHMMUN3ALMNA OaHHbIX,
perynsipHoe o6HOBJIEHNE NporpaMMHOro obecnevyeHus.

CneunanbHble KaTeropmnnm oaHHbIX

OnepaTop He obpabaTbiBaeT cneunaibHble KaTEFrOPUKM NepcoHasbHbIX AaHHbIX (BoMeTpudeckue,
MeaNLUNHCKNE, MOSINTUYECKNE 1 Ap.).

ABTOMaTM3NPOBAHHbIE PELUEHNS

OnepaTop He NPUHUMAaET peLleHns, NopoXXaaLne puanieckme nocneacTens ons
Nnosb30BaTeNs, UCKJIIOYUTESIbHO Ha OCHOBAHUM aBTOMATU3MPOBAHHON 06paboTKM NepcoHabHbIX
OAaHHbIX.

ObHOBNEHUNSA NONNTUKN
DaTa BcTyrnseHusa B cuny: 06.12.2025.

O6HoBMIeHNA NYBNNKYIOTCA Ha 3TON CTpaHuue. B ciy4dae CylleCcTBEHHbIX n3MeHeHUn OnepaTtop
MO>XeT yBe4OMJIATb NOJIb30BaTesIeN Yepe3 NHTepdenc cepemca Uam nNo 3J1eKTPOHHOW MoYyTe.
MpoJosmKeHne Ncnosib30BaHUA CeEpPBUCA O3HAYaeT corjacme C HOBOW pefaKunen.

Mbl He I'IpO,D,aéM rnepcoHalsibHble NaHHbIE rnosib3oBaTesen.
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Privacy Policy

This Privacy Policy defines how TokenBel processes users’ personal data in accordance with the
laws of the Republic of Belarus.

Personal Data Controller

The personal data controller is TokenBel.

Contact for personal data inquiries: admin@tokenbel.info.

Purposes and Legal Basis of Processing

e Registration and authentication: creating and managing accounts, sign-in via Google,
Yandex, Microsoft, Telegram. Legal basis: contract performance.

e Handling requests and communication: replies to emails, service notifications. Legal basis:
user consent and/or agreement.

e Analytics and service improvement: collecting anonymized metrics to enhance
functionality. Legal basis: consent for cookies/identifiers.

e Security and abuse prevention: monitoring activity, resolving incidents, blocking malicious
behavior. Legal basis: legitimate interest.

e Legal compliance: record-keeping and storage as required by law. Legal basis: legal
obligation.

Types of Data Processed

e Account data: email address, username (via Google, Yandex, Microsoft login). Passwords
of external services are not accessible to TokenBel.

e Technical data: IP address, user agent, cookies, request parameters, access time.

e Communication: information provided in emails sent to TokenBel.

Data Retention

e Account data: until account is deleted or processing goals are achieved.

e Communication: up to 12 months after resolution, or longer if required by law.

e Cookies: session cookies - until browser session ends; persistent cookies - up to 12
months or until consent is withdrawn.

e Technical logs: retained for 30 days unless otherwise required by law or necessary for
incident response.

Data is deleted or anonymized after retention periods expire.
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Data Transfer and Storage

Data is stored on virtual servers located in the Netherlands and transmitted via secure protocols.

Third-party services may receive technical data (IP address, cookies, events) across borders when
adequate protection is provided by law or with user consent.

Third-Party Services

e Google Analytics: analytics. Policy: https://policies.google.com

e Yandex Metrica: analytics. Policy: https://yandex.by/legal/confidential

TokenBel does not share account data with these services.

Cookies and Consent Management

We use essential and analytical cookies. You can manage consent via browser settings. Declining
analytics cookies does not impair core functionality.

Age Restrictions

This service is not intended for children. Minors may only use it with parental or guardian consent,
if required by law.

User Rights

You may request access, correction, deletion, processing restriction, withdrawal of consent, and

information about data disclosure. Submit requests to admin@tokenbel.info.

You can delete your account and all associated data yourself - instructions.

You may also submit a complaint to the authorized data protection authority. Contact details are
available via official resources or upon request.

Security Measures

We apply technical and organizational measures such as encryption, access control, logging,
backups, data minimization, and regular software updates.

Special Categories of Data

TokenBel does not process special categories of personal data (biometric, medical, political, etc.).

Automated Decisions
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TokenBel does not make decisions with legal effect solely based on automated personal data
processing.

Policy Updates

Effective date: December 06, 2025.

Updates are published on this page. We may notify users of significant changes via the service
interface or email. Continued use implies agreement with the updated version.

We do not sell personal data.



